SRS

+ e nextl
y Firnigh@ comy

ATLANTA, NHOVEHEER 5, 2008 2 — Ik ore this election day is over, the city will s
o repched wilth &n inch and @ hallf ol raln. and thai’s not gecd news for the Demoerats, Con
vis i emal Wl o savs o oW ot faoo re the GOP. O the other hand, the palls lav
bt giving the [ miocrats plenpeod beesthin g room. Senator Max Cleland has bsen well in
front of Hepablican challenper SasieCham bl izs in overy Bead coant so far, and incambent
Dy imocratie Eovernes oy Barmes Iaae an oheven-podnt lead over Bi pakslican sonmy Perdoe
But swhen the polls chose at 7 es, the Demerats ane knockod off their feed by e initial
retumns. The Repuablican ticket Immediately boeaks out in frond. and as the night wears on

ithee lsicl ondy increases. IS & stunning upset. For the Arst time “sdmee the iovemtion of
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IEOU Step into a voting booth,
pbehind the curtain. Be afraid.

" very afraid

iedephame, Ceorgia will have o Kepubdican

wermnd; Perduie Bias defeated Basises ih &
WEAGTFEINE COTNArGENLE [RDm ESE Wi ks
]l Clislamd goes dosan by a simlar count
['he sheer maenitude of the reversal leaves
everyane reeling. Savs Republican pollster
Whit Ayres, =1 know ol no ane’s podling that
et this or (ool

1 i 2AT

DAN WIHNTERS




saw 1t coming” But state GOP chairman
Ralph Reed, the man who will take credit
for 4

his nstonishing vict iy, Nas & Peady ©x-
planation. On the Saturday before: e elie-
Lhon, B 1l hls o

ARNCS dbspalchned

& 0o wlumbeers | whiter rural

| suburban Ri publican sir

& in a

last-eninute get-out-the-vobe L.

Reed's explanation makes sense until
v Lok al the actual nombers. 11 tums out
theere was no dramatic shilt 6 the color of
Ulee B2 vate, Blicks and whites came tie

Lhie pslls

n almesst exactly the sanme catkos
thaey had Towr vears earlier, The county-hy-
ogilmty breakdown ks egially ansetlling.
il in elietnil by o

When this slaks wre exr

e Tro ke B

e Oy Prper, Lhey
il an extrondinary change of heart he
tween the primary and the general elec-

tign. For some reason, the counties that
cantain about GO percent of the Georgia
tbecicled o switch sides. What's
AAYE Feporicr Van smith, these shifls

it

accurred in unlikely arees of the stade, In
thie bexlrack Demmaocrathe sowbhers ooumnibes,
Cletand still wan, but Chamblizs picked up

22 perocml meane ballods than he cokild have

eapiribind, based on the primany

= GEORGE W. BUSH
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A LOT OF BAD STUFF HAPPENED
in Georgia. The programmers
had to do last-minute software patches

on all 22,000 machines.”

Mow alarm bells are going off, and
around the country professional election
wilchers are snapping to attention, be-
ease this was mo ordinary election. This

was the firet watally computerized contest,

1 first statewide ballot sondoebed exelua-
sively an touch=screen DREs, or "direct
eCnriing clectromic” devices

. & B & W
IN THE AFTERMATH of Lhe bl
2000 presidential of

‘etion, pub
thom was Tocusid on the mechanics of vot-
img at o moment when that industry was
e rgoing & ectomnie shafl. T papssr Bal-
Lot wens absonat b b replaced by compuaters
Last vear, a9 part of the Help Aferica Vabe
Aoet, Comgress appropriated £3.9 billion to
ald loeal election boards in making the
transtion to twenty-lrst-centary technml-
oEY, and this ignited a feeding Menxy
n

ng the manufaciurers of electronle
voling machinery. The next Lime you slep
imtar i polling hooth, thene's a good chance
word 11 B Jookimg il one of these devices
Phie nerwy §onichi-soroen bl liof works sopmne-

thing like an automated teller machine

and i fact one of the major suppliers of

electronie voling equipment is Dicbosd In-

codporated, a lesling manufeturer of ATHe

Iichodd Election svEiems sold Leargia the
22000 DRE: vsed in the 302 election.
I'hisse machings have Impressne advanlagss
over anvihing we'se seen before: They ire
chind-free, the resubis are svallable instant I,
amd, 1ike AT, they can B programmied 1o

AR YOUT IRNEAREE ||'!.|:|| miake 5 mistake,

Ehie cosripaater Bells vou e Lo fie L.
However, electiomlc voling reguires a
Beap of Faith. Not one person ina thow
sand has any dea what actaally goes on
inskde the circuits of an ATM, yef we
fonch the screen and take the cash with
casual confderee in the bookkeeping.
Since counting vwaes 15 argaably more im-
partant than eonnting money, o0 quess
rhom immediately comes 1o mdnd: When |

touch the sgquare for “Abe Lincoln” how

do | Enow the computer didn't actually
store my vabe woeder “MeClellan™

T gaard against this, all new designs ane
tested by independent lnboratorics wherne
the machines amd thebr solfwane ane scrati-
nized in detail State and local sificizls ron

Ll /AT eXTenSive Berilracy teste, camplete

with mock elections, The hardware fisell
iz either under lock and key or within
evesight of election ofMcials at all tkmes 1o
prevent unauthorized ac

But to Professor Daved Dill, a Stanford
University computer scientist, this is all

e

Just wilbow desssing Dall a self-describssd
propeller-head, is an expert in the fichd of
computer verificatilon—the sclence of
figuring out whether asvstem is daing
Wil its supposed 1o B doing He belleves
nat only that the DEEs are valnerable 10
e ing rigged bt that it wouwld also b rela-
Bively

asy b insert o corrupt *Trojan
horse” pregram that would alter a whale
stite election like=say, Geongia's. "1 you
talk to the real experts” savs DAl “thes"1]
tell you these machines are cladiming todo
something that, with the technology
they'ne using, is effectively impossibbe”

Wheat concerns Dilll is that the electi

officials who are huying these machines
donm’l have an adequate grasp of the dark
side af compauter programming, *There is
o evidence thal ansybaly wise Kiows any-
thing nhowt computer secwrity has looked
al any part of Upise systems,” e gayve. Dills
el Davidd JelTerson, of Liowrence Liv

ermorne Matlional Laboratory, has an &ven
micare sobering take, “Almast cerfainly 1or2
pereenl..ol all vobes cast nationally on a
particular vendor’s cquipment could be

switelved witlvout detection, changing the
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outcome of many close raoes acposs the
ooy, inclsding even the presidency”

An attack would most lEkely take place
at the vendor's fuctory, where the machines
are assembled and progranimed. “By far
the easiest moade of attack is to tamper
wilth the software while it is in develop-
ment,” savs Meflerson, In this seenario, &
single corrupt programmer at work on the
aperating system could inseri a code that
winlbd shift & few votes lere and teens on a
random basis, Jefferson says it would be
viFtually undetectalle.

This chilling insight has attracted several
hundrsd fellow academics o Dill's crusmie.

nol anly sscure ol more secure thin the
paper ballods and optical scanners they're
replacing. She points ol that the maneies
turer has no way of Knowing wisene a partic-
ular camdidate is going o appear on the
electronis halbot, and she sooffs at the possi-
bility of an wndetected Trojan horse cmbed-
ded in the system. “The skeplics aren
giving value to the tests we'ne having before
ardd after the clection,” she gays, “Mo country
in the world has the rigorous certification
and westing standards of California and the
federl government™

Haoah siles agree on omne thing., at least:
The machines are very vulnerable giter the

DIEBOLD CEO WALDEN O’DELL
recently told fellow Republicans that he is
“committed to helping Ohio deliver its
electoral votes to the president next year.”

The Foster is almost 4 wha's who of com-
puter-scicnoe-department heads and asso-
clates froem M.LT, Johing Hopkins, Comell,
Princetom, Cal Tech, Carnegle Mellon, Par-
due, Berkeley and Penn State=all leading
technologists who are alarmed by what
they fear is sloppy engineering cncased in
 shroud of seeneey.

“IF ¥ou ry Lo findd out anything about the
inspoection process or how the machines
waork” savs Dill, "vou're meet with the an-
swer 'It's propriciany; we have 1o keep tsat
arcre]) " The manufacturers” ohsession with
seerecy B understandable. If a competilor
cleals thie operating saftware, it cowld be a
commereial disaster. Unfortunately, this
meed for security means that nobady ks als
lerwerdd o see the souree code odher than the
ariginal programmers amd the peopbe at the
independent lab who certified it

For scholars like Dill who read software
programs like the morming paper, that’s
not pone] enough, *Compater securins in-
eredibly hard,” he savs, “and unbess some-
hody has done a very meticuloos analysis
af these syatems, there's always a hobe. In
fact, mayhe there's slways a hole amyway”

Oty other sicle of this argoment are a
number of experienced election offickals
who think DNl afd Jefferson are ory-tower
theorists with ne practical understanding of
how an actual election is nan, For Mischelle
Teramzend, registrar of voters for Riverside
County, Californix, security is ot an ab-
straction. [t's semething she lives with
daily —labyrinthine checks and halanees,
each move dictated by volumes of regula-
tions and serutinized by all contenders,
She's convineed that the new DHE= she just
bBought from Sequoia Voting Systems ane
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camdidates and their ballot positbons have
been selectod. And thats one reson for the
interlecking security that surrounds all
wating machinery in the ren-up ta Election
Dray, Mo system |5 perfect, however, and
o of the mast glaring weaknesses in clee-
inonic votang cams o light, curiowsly, dur-
g thee recent edection in Goongin
® & m ® & s

“A LOT OF BAD STUFF happenad in
Ceorgin® says [HI1, “The machines weren't
waorking very well, and the programmers
had to do some last-minute software
patlches on all 22,000 machines in the
state, That's a bad situation. They didn’t
have a chance o retest the saltware” These
precleciion glitches were certainly under-
stamdable. Before Dichald struck it rich in
Georgla, the company had been selling its
new DREs preity much one county at a
time. Swddenly, it had 1o supply a whole
state, and the faciory was clearly straining.

According o Rob Behler, an installation
technician employed by ene of Dicbold’s
subcontracions, there were quality-contral
prodlems from the owtsef. A quarter of the
machines simply wouldn't function, and
the saftware displayed “sporadic behavior”
Buat in their mad dash o the Anish line,
Diichold's techmnical crews managed 1o pull
it all together and save the day:. The touchs:
serecn machines were a smash lxic with the
wvilers, and Election Doy problems turmed
ot o b mininsal.

But all this came at a price. For ¢xam-
ple, the fnal software fix had to be in-
stalledd less than six weeks before the
clectbon on every machine in the sate “1f
1 were going to hack an election,” says [l
“I would contrive a reasan Lo distribule

software at the last minute”

The fael that the soltware had been
paiched repeatedly in the months before
the election came (o light by accident early
this year, ey Harris, a Scattle author dig-
ging inbe the issue for a book on eectronic
wvoling, found a mems feom e Georgia
secrebury of state’s affiee doted six weeks
bizfore the election. Press secretary Chris
Riggall, responding to a critic, wrote,
“Dilehold programmers developed a patch
which was applicd to the units deployed in
Hall and Marion counties.... That is mow
oceurming to &l units in all countics.”

Althowgh Diebold initially denied any
knowledge of the patch, the company now
admits that changes were made 10 U sodt-
wire in June, July and Sepiember, [t insists
that these changes were insigoibcant
mexlifications e the Windows CE 3.0 oper-
ating system and that the company never
touched the actual clection software,
which i= a bedally separabe prgrm

The prablem is, whatever these changes
wene, they were apparently done o Uhe fly
without being man through the certification
process Uial £ at the hearl of the whaole
security syvstem. According to Britain
Wilkiames, whio overssw the techimical evalues
ation of Georgla's DREs, “Any change 1o
either the Microsolt operating system or
the Ddebold eloction system vobds the stane
certification. The revised system must
then go back through the entire stage-
certification process” If Dichald had actu-
ally done that, of course, the installation
wanaled have come o a screesching halt, and
that was out of the question. “We had 186
dlays from the time Ddebald signied the con-
tract bl we had o run an election,” says
Williams. S0 election officials apparently
decided 1o skip the certifcation formalities
ind get on with it

AR emeritus professor al Georgia’s Ken-
nesaw State University, Williams, like Dhll,
15 8 compiuter scientisl, but he's staunchly
on the other side of the argument, He in-
sigis that the patches, whether certified or
i, codalel not possibly have altered the op-
eration of Use election sollwane h-l.'l.'illl!ﬂ.'
they were just minor adjustments to the
Windows speraling systen.

Yeb the process by which these uplates
are administered o the individual vling
machines keaves a lob of reom for maneu-
wering. For example, when the Dichbold facs
10Ty PROErAMMeTs creale a new Mk, they
dlom just send aut the patch; they semd out
a whole new version of the software with
the pateh installed. In other womnls, the ma-
chine is completely reprogrammed every
time the slightest change is moade.



And o Davis Jefersan, this is 2 disaster
wailing to happen, *With vendor inslder
attacks, it is actoally eakier 1o attack
stabewide mees than local races and easber
1o altack national faces than statewide
races,” he says, “All it requines is one cor-
Fud programmer in i position o edit the
cicle hase, His or her malicioss eode will
b transporied and Ioaded ino thansands
of machines during upgrades, bug fioes or
other standdand softvaure modifications so
that the tainted eode i5 lsaded onta the
chips through the regular management
channels® [n other words, the future of
the Bepublic could be in the hands of o
single individunal who happens 1o be ideo-
legically motivitied or short of cash,

n L} L ] ] L ] L]

IF THE GREATEST THREAT [H.'Im‘ﬂ
hy DEEs lies within the labs and factores
wherne they are built, then the question ks
hegged: Who exactly are these voting-
miachine vemdors, and what do we know
abaut them? Mot muoch, it wirns oul. Bev
Harris has spent sverd humdned baoars re-
searching this question for ber book, Black
Bar Fotinge, and she foand herself wading
through a convolulion of mengers, cross.
rwnership, family relations and mysteny

Harris has ab least Bbeen able to sketch
the outlines. The lion's share of the mar-
ket is controlled by Usree cutfits: Election
Svaters & Software (ESES), Mebobd and
Sequola. ESES was started in the early
Biks by bwo brothers, Todd and Bob Uro-
sevich, with funding feom Ve Qe
Wardd Heraled and the politieally consery-
ative Ahmanson family. In 1953, Bob Ura-
syich left ESES (o start his own company,
which merged with anotler outfit anad
wits movedl to MeKinney, Texas., Enter
Dicheld, the Ohio-based ATM giant,
which bought Bob Uresevich's company
in January 2002 bat [&0 him and the vot-
ing-machine operatien in MeKinncy, The
Urosevich brothers an: now major players
at two of the big three, The third con-
tender, Sedqivdda Voling Systems of Oak-
land, Califarmia, is forelgn owned.

Within this gk collection of orzni
zaitions, researchers have been able 1o eon-
nect & few diots, and they moveal astogniding
oppartunithes for coniliel of inberesy. Near
the top of the list would be Dhicbold CEO
Walden O], 8 major famd-raiser for the
Bush 2k reclection campaign, whio re-
cently told fellow Bepublicans that he is
“oommitted o helping Ohigdeliver iz cloe-
towrad votes 1o the president next vear™

Then theres Senator Chuck Hagel of
Mebraska, who owns an interest in Uhe
ESES voting minchines that clected hdem in
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1958 and 2042, In fact, Hagel moved to
Cimaha b the e place boowork for ESGS.
When Bob Urcsevich beit 1o start his com-
peting business, Chock Hagel took over as
CECL Hagel later resigned to man for offhee,
It e el carmpaign treasurer Michas] B
MoCarthy are still significant shanelsolders.

Conspiracy Lheorists, not surprisingly,
paint out that the 2002 Georgla and Ne-
braaka ebectbons carriead with them comgral
of the Senate. But whether or nol there
was anything sinister afoaot is something
i will iever know. There dmply iSn't any
way 10 find out, There are no paper ballats
to examine, and if you 28X a DRE for a re-
comnt, it will just spit out cmetly the same
numbers it gavie vou before. Withoul an
independent verifieation of some kind,
ol e a0 weay of Kmowingg Bhat e woles
wene stored properdy in the first plaoe

Thats what Dill and his fellow pro-
peller-heads are ultimately after: a paper
trall, They are nad opposed b campaier-
izl wilting. In facl, security concerns
asbde, they love the idea, They fust want
the manulfacturers to add one liggle fes-
ture: a printer that will produce o paper
cogy of the ballot. That's all there ks w i
This relatively simple step, they say,
mitkes electronic voting manageabde, be-
calse Uhe voder @18 o verify o hiord ooy
that goes o a vault and is used only for a
recount. IF vou do have a recount, you can
otk nt physical ballots the voler has seen
andl appsoved. You dom™t have 1o settle for
soameething stared on a cirewlt board.

This idea seems 5o hgical o Represen-
tative Rush Holt, a third-term Demacrat
ey Mew' Jersey, Lhat he has introdaced
legislation to make printers mandatory on
IMEEA. Naturally, the viding=-machine poos
ponents are MOouniing & counterallack,
andl election officials like Mischelle
Townsend arc against the idea as well.
Tewnsend opposes printers because of the
practical problems—additional expense,
redundancy and the fact that *they're al-
wigys famming with paper”—which could
truly turm into an Election Day nightmane

Hawvevier, for David D6l and eher tap
oomputer scientists, the botbom Hne is this
Either we install a voter-verilfable indepen-
bt audit tradl or wee mne ot the merey of
welected technoerals, “Using these ma-
chines is tantamaount to handing compdete
cantrol of volbe counting o privile oo
panyy says DHlL =These machines reprosent
@ senous thnea by denscracy. -]

MIKE GCRAY &5 forermradfsd o
Jilrmmaker based dn Loz Angeles, This f2
Riie s gieed for Ga.
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GIFTS THAT

GIVE BACK

Excluslvely at

Laks Fifth Avenue

Saks Fifth Avenue has
partnared with VHI to create
Gifts That Ghe Back, a charitable
initiative benefiting the WHI
S Thir Mussic Foundation,
a nonprofit organization
dadicated to restoning music
educabon m Amenca's public
schocls, Exclusive designer
gifts, worn by top recording
artists in this issue, will ba
availabse an the Gifts Thak
Give Back boutigue only at
Saks Fifth Averass shores and
saks.com.”

Blue from American Express®
is & proud supporter af the
WHI Save The Music Foundation.
In the spirit of creating tools
for a better tomorrow, Biue
has joired Saks Fifth Avenues
Gifts That Giee Back initiatnae
a5 program sponsor, hoping to
build a brighter future for
America’s kids.

Tea bparm e, wisik
americanexpress.com,/blue.
*Gifts availabb from mikd-October

thnough the hobday season
Cuantitiog arp lirmilbesd,




